
Anonymous Communications

T he ubiquity of networked computers has made

increasing amounts of user information available,

threatening user privacy. With access to this in-

formation, an adversary can build profiles and

obtain sensitive personal information about an individ-

ual’s political views, health, mobility pattern, social circle,

and so on. Users therefore should be able to determine

when, how, why, and to what extent their personal infor-

mation is revealed to others.1

The most basic defense against information theft is the

careful deployment of cryptographic techniques, which

guarantees the privacy of exchanged messages. At the

network level, however, a message’s address information

attributes it to both sender and receiver. Cryptography

cannot hide this address information. Consequently, a

network operator or intruder can read and collect a user’s

interactions with which to derive user-specific profiles. 

If cryptography is the foundation of digital privacy,

then anonymity of communication is its bedrock—with-

out anonymous communication, cryptography-based

privacy would be very weak indeed. Every message has

two anonymity sets—groups of identities assigned to the

message’s sender or receiver to help hide its identity.2

Communication acts by anonymity set participants are

not attributable to individual participants, and thus re-

main anonymous. But what if the communication act is

repeated multiple times? Will it remain anonymous? A

new type of traffic analysis attack—the disclosure attack—

can reidentify a targeted user’s communication partners

even if the user employs an anonymity technique. 

In this article, we analyze the disclosure attack, mea-

suring its effects against user communications protected

by an anonymity technique. We estimate how many

times an attacker

must observe a

user’s anonymous communication acts to find all the

user’s communication partners. Because the disclosure

attack is suboptimal, our analysis provides an upper

bound for the number of observations an attacker would

need to break an anonymity technique. Our analysis lets

anonymity service participants select parameters accord-

ing to their privacy needs and build a more dynamic and

transparent anonymity system.

Anonymity model
We can measure an anonymity technique’s fundamental

protection limits on two dimensions:  

• Cryptographic message protection, including practical met-

rics such as complexity-theoretic or computational se-

curity (which assumes that integer factorization is a dif-

ficult problem).

• Attacker distribution, such as the omnipresent attacker—an

attacker able to access and observe all communication

lines in a system—and locally present attacker models.

Assuming the most distributed attacker provides the

most stringent measure of anonymity; a weaker attacker

model assumes that the attacker is somewhat restricted

and cannot access all communication lines in the system.

To cope with the varieties and combinations of these

two dimensions, we must abstract both the internal struc-

ture of anonymity techniques and the assumed attacker

model. Thus, our formal model assumes that the

anonymity technique can build a secure anonymity set

against the assumed attacker model. It also assumes that
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Anonymity services hide user identity at the network or

address level but are vulnerable to attacks involving re-

peated observations of the user. Quantifying the number

of observations required for an attack is a useful measure

of anonymity.
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the attacker is strong enough to identify the anonymity

set but can’t uncover the protected user.

Protecting traffic information 
A Mix is an anonymity technique in which an intermedi-

ary communication node collects and forwards several

messages to hide the identity of the message’s senders and

receivers.3,4 A Mix collects a batch of b messages of equal

length from b distinct senders, discards repeats, changes

their appearance (that is, the bit pattern), and forwards the

messages to the recipients in a different order. This

process hides the relationship between the message

sender and its recipient from everyone but the Mix and

the message sender. (See the “Mix in Action” sidebar for

an example scenario.)

Using d Mixes in a static order (a cascade) or an arbi-

trary chosen order (a network) improves a message’s pro-

tection against adversaries controlling a Mix. In such

cases, using multiple Mixes hides the message sender and

recipient from all adversaries in the network who do not

control all the Mixes a message passes through. Clearly,

Mixes require carefully designed procedures for discard-

ing repeat messages, changing message appearance, and

reordering messages in a batch. Furthermore, Mixes

should be independently designed and produced and

should have independent operators.

Abstracting Mixes 
Because an adversary can easily determine anonymity sets

at the network level, Mixes assume that all network links

are observable. Thus, by observing messages to and from

an anonymity service, an attacker can determine

anonymity sets. Rather than discuss the technical details

of any anonymity technique here, we abstract them using

the following properties2:

• In each anonymous communication, a subset A′ of all

senders A sends a message to a subset B′ of all recipients

B—that is, A′ ⊂ A and B′ ⊂ B, as Figure 1 illustrates. In

a particular system, the set of all senders A can be the

same as the set of all recipients B.

• The size of the sender anonymity set is |A′| = b, where

1≤ b << |A|.

• The size of the recipient anonymity set is |B′| = n,

where 1 ≤ n << |B| and n ≤ b—that is, several senders

can communicate with the same recipient.

The typical values for |A|, |B|, |A′|, and |B′|
vary from implementation to implementation and with

the environment in which they operate. Stefan

Köpsell, Hannes Federrath, and Marit Hansen present

an implementation they call Web-Mixes, in which

(|A|) is around 20,000.5 They don’t give typical values

for |A′| for Web-Mixes, but we generally expect |A′|
< 100.

Attack model 
We model attacks by considering a bipartite graph G =

(A ∪ B, E) with partite sets A and B. The set of edges E

describes the hidden relationships between senders and

recipients—that is, a sender a and a recipient b are con-

nected by an edge if b is a recipient of the messages sent by

a. An intruder or adversary must reconstruct the portion

of the bipartite graph connected directly to a targeted

sender by discovering its edges, as Figure 2 shows.

We assume the attacker in our model notices each

anonymous communication act. Each act gives the ad-

versary a randomly selected A′ and B′ (that is, A′ ⊂ A and
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AMix is an intermediary relay station that hides a message’s
appearance, including its bit pattern and length. It also hides the

temporal relationships (or order) among incoming and outgoing
messages. An ideal Mix implementation prevents even an omnipresent
attacker (an attacker that observes all incoming and outgoing lines) from
linking an incoming message to an outgoing one.

For example, say Alice generates a message MessageBob to Bob with
constant length (add padding bits or split). A sender protocol recursively
encrypts the message with public keys cBob and cMix: [[Bob, MessageBob]] :=
cMix(RN, Bob, cBob(MessageBob)). This act is similar to enclosing a letter in
successive envelopes starting with the recipient. Padding a one-time
random number RN within the encryption will avoid replay attacks.

A Mix hides the message’s appearance by decrypting it with a private
key dMix and strips off the unique random numbers: cMix(RN, Bob,

cBob(MessageBob)) → Bob, cBob(MessageBob). Using the letter analogy, Mix
removes the outermost envelope and finds the inner envelope with the
recipient’s address. Next, the Mix forwards the inner envelope to the
intended recipient after reordering the incoming messages.

To hide a message’s order, the Mix collects three messages from
distinct users, [[Bob, MessageBob]], [[Dave, MessageDave]], [[Cleo,
MessageCleo]], and forwards them (after decryption) randomly.

An attacker observing all incoming and outgoing lines from the Mix
can only deduce that Alice has communicated with one of the individuals
{Bob, Dave, Cleo}.

Mix in Action
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Figure 1. Formal model of an anonymity set. In any anonymous
communication, a subset A′ of all senders A sends a message to a
subset B′ of all recipients B.
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B′ ⊂ B), and a set of possibilities for the hidden edges. The

interesting question is how long the attacker must ob-

serve anonymity sets A′ and B′ to obtain exact knowledge

about a targeted sender’s peer partners.

Traffic analysis attacks
Several researchers, including Mathew Wright and his col-

leagues,6 suggest several attacks that exploit an implemen-

tation’s weakness—for example, in protocol or timing—to

compromise Mixes. Our starting point is more general. We

assume a technique has no implementation weakness and

focus on every anonymity technique’s core functionality:

the anonymity set. In fact, given a user’s communication

pattern, we ask whether and how well anonymity sets can

hide it.

Deterministic exact attack 
Assuming the attacker has observed all possible combina-

tions of sender and receiver anonymity sets, we can iden-

tify all communication relationships among communi-

cating partners.7 We illustrate this claim using the

bipartite graph in Figure 2 with a sender anonymity size

of two. In this environment we have the following cases:

• If A′ = {a1, a2}, the attacker observes {〈b1, b1〉, 〈b1, b2〉,
〈b2, b2〉, 〈b1, b3〉, 〈b2, b3〉}.

• If A′ = {a1, a3}, the attacker observes {〈b1, b4〉, 〈b2, b4〉}.

• If A′ = {a2, a3}, the attacker observes {〈b1, b4〉, 〈b2, b4〉,
〈b3, b4〉}.

We can now construct the bipartite graph in Figure 2.

We know from case 1 (recipient sets 〈b1, b1〉 and 〈b2, b2〉)
that b1 and b2 are peer partners of a1 and a2. We also know

that b4 is not a partner of a1 or a2. When we combine these

facts with case 2, we can deduce that b4 should be a3’s com-

munication partner, and a1 has only b1 and b2 as its partners.

Finally, we know from case 3 that only a2 has the peer part-

ner b3, and a3 has only one peer partner b4. Thus, for the

given example, the bipartite graph can be fully identified

(the attack’s constructive proof is available elsewhere7).

Disclosure attack 
A disclosure attack is a probabilistic traffic-analysis attack

used to identify all communication partners of a targeted

user. Assume Alice uses the system to hide her number of

communication partners, m where 1 ≤ m << |B|. We as-

sume that the attacker knows m. We can probabilistically

justify this critical assumption. Assume m is the real number

of partners in a given time period. If the attacker overesti-

mates m such that m = m – k where k is a positive integer,

the adversary cannot apply the disclosure attack’s learning

phase. Thus, the attacker adjusts m to m := m – 1 and reap-

plies the first phase until it succeeds. Of course, the attacker

can ensure a correct estimate for monly with enough obser-

vations to apply the disclosure attack. “Enough” depends

on the environment’s stochastic structure, as Figure 3 shows.

Other works analyze in detail how many observations are

enough for a correct estimate of m.8,9

To perform the attack, the attacker simply records all

recipient sets B′ that include one of Alice’s peer commu-

nication partners. For simplicity, we increase time t by

one each time Alice sends a message. Thus, when Alice

communicates for the first time, t = 1; when she commu-

nicates for the second time, t = 2; and so on. We denote

the recipient set at time t by B ′t = {bt
1, …, bt

n}.

A disclosure attack has a learning phase and an exclud-

ing phase. 

Learning phase. In this phase, the attacker’s task is to find

m mutually disjoint recipient sets—that is, each set has

only one peer partner of Alice—by observing Alice’s in-

coming and outgoing messages. 

In technical terms, for mutually disjoint recipient sets

(Bj1
′, …, Bjm′), Bjx

′ ∩ Bjy′ = ∅ if x ≠ y. After the learning

phase, the attacker can be sure that each set Bjx
′ contains

only one of Alice’s peer communication partners. (If any
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Figure 2. A bipartite graph showing the peer-to-peer relations
between senders A = {a1, a2, a3} and recipients B = {b1, b2, b3, b4}.
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of the mutually disjoint sets has more than one of Alice’s

peer partners, the total number of peer partners would

exceed m, contrary to our assumptions.)

For example, assume that Alice communicates fre-

quently with Bob and Dave using the Mix technique (See

the “Mix in Action” sidebar). Assume that the attacker

knows that Alice communicates with two people and ob-

serves three recipient sets: B1 = {Bob, Dave, Cleo}, B2 =

{Henry, Dave, Cleo}, and B3 = {Bob, Julia, Kim}. Because

B2 ∩ B3 = Ø, the attacker chooses {B2, B3} as the next

step’s basis sets. Because the attacker only notes sets in which

Alice is a sender, each basis set contains at least one of Alice’s

peer communication partners. Therefore, two basis sets to-

gether contain both of Alice’s communication partners.

Excluding phase. The attacker’s task in this phase is to

observe new recipient sets until all Alice’s nonpeer part-

ners are excluded from the basis sets. To do this, the at-

tacker intersects a new recipient set with the basis sets.

Three possible outcomes exist:

• No intersection. Contrary to our assumption, because

none of the peer communication partners in the basis

sets appear in the recipient set.

• Intersection only with one basis set. The attacker knows that

Alice’s peer partner must be in the intersection (exclud-

ing act).

• Intersection with more than one basis set. The attacker can-

not tell which intersection contains Alice’s peer part-

ner.

In other words, to refine the recipient sets (Bj1
′, …,

Bjm′), the attacker takes a new recipient set B′ that inter-

sects only one prior recipient set—that is, B′ ∩ Bjx
′ ≠ ∅

and B′ ∩ Bjy′ = ∅ for all x ≠ y, and refines Bjx
′ to Bjx

′ ∩ B′.
The refinement process only excludes Alice’s nonpeer

partners from Bjx
′. The attacker continues the refinement

process until each of the sets Bj1
′, …, Bjm′ contains only

one user. Because we exclude only Alice’s nonpeer part-

ners in the excluding stage, the remaining m users in Bj1
′,

…, Bjm′ are clearly Alice’s communication partners. 

Disclosure attack analysis
The disclosure attack is an NP-complete problem. The

proof, detailed elsewhere,10 is technical and involves show-

ing that the learning phase of the disclosure attack is equiv-

alent to the well-known NP-complete Clique problem.11

To analyze the disclosure attack, we use a formal

model, described next. We make certain assumptions that

simplify analysis and exposition without affecting the

number of observations required by the disclosure attack.

These assumptions include the following:

• N system users send messages to each other. The num-

ber of senders (the batch size) in each anonymous com-

munication is b, where 1 < b << N. (We assume con-

stant batch size for mathematical convenience.) Two

senders can have the same recipient in a batch. Thus,

the size n of the recipient anonymity set fulfills the con-

dition n ≤ b.

• Alice is a sender using the system to hide her m com-

munication partners.

• Alice chooses a communication partner in each com-

munication uniformly among her m partners, while the

other senders choose their communication partners

uniformly among all N recipients. (This assumption

ensures that all system users are equally likely to be in a

recipient set as Alice’s nonpeer partners, and is not re-

quired for the disclosure attack.) 

We use several strategies to estimate the average num-

ber of observations required to complete the disclosure

attack’s learning and excluding phases. 

Simulation results 
To determine the statistical characteristics of the number

of observations a disclosure attack requires, we developed

a disclosure attack simulator. Because the learning phase

is an NP-complete problem, writing such a simulator is

tricky. We use enhanced backtracking algorithms by

transforming the learning phase problem into a binary

constraint satisfaction problem.12 We supplement this

transformation with knowledge about the observations,

significantly reducing the search space. For example, we

use the fact that any recipient set containing two of Alice’s

peer partners doesn’t belong in the learning phase output.

More details on the simulator are available elsewhere.9

To illustrate the simulation results, we consider an

anonymity-providing system with the parameters N =

20,000, b = 50, and m = 20. For each simulation in this ar-

ticle, we computed a 95 percent confidence interval for

the mean and stopped repeating the simulations when the

confidence interval was no more than 5 percent of the

computed mean. Figures 4 and 5 shows the average num-

ber of observations required at the learning and excluding

stages as a function of N, b, and m as the two other para-

meters remain fixed.

As Figures 4 and 5 show, for both phases of the dis-

closure attack, the required number of observations

rises sharply as parameters m and b increase above a

threshold and parameter N decreases below a thresh-

old. Before this sharp rise, the number of observations

required at both stages is too low—often fewer than

50—to provide adequate anonymity. Furthermore, be-

fore the sharp rise, the number of required observations

is independent of one or more system parameters N, b,

and m. In these weak operational regions a system operator

partially loses the ability to control the anonymity the

system provides by varying system parameters. Clearly,

a user wants to avoid weak operational regions and
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Anonymous Communications

choose system parameters N, b, and m to ensure a cer-

tain level of anonymity. 

To measure anonymity using a disclosure attack, we

evaluated an anonymous Web-surfing scenario. We para-

meterized the number of a user’s favorite Web sites by m

and asked the user to choose Web sites (that is, recipient

sets) according to a Zipf distribution.9 We chose Zipf  be-

cause empirical data has shown that it works well with

Web site popularity measurements.13 Using the results of

this evaluation, users can vary m to choose their

anonymity level.

Our simulations show that an attacker mounting a dis-

closure attack faces two bottlenecks in the learning phase: 

• A nonpeer bottleneck results from the requirement that

nonpeer recipients in m sets are disjoint. 

• A peer bottleneck results from the requirement that all m

peer recipients should occur in m sets. 

For a given set of system parameters, one of the two

requirements is statistically more difficult to satisfy than

the other. Consequently, the bottleneck corresponding

to the more difficult requirement prolongs the learning

phase most.

The weak operational region boundaries (the x-axis

values in Figure 4 where the curves start their sharp rise)

coincide with the parameter values, which correspond to

a transition from a nonpeer bottleneck to a peer bottle-

neck. The same is true for the excluding phase. There-

fore, we can identify weak operational regions by finding

the transition between the two bottlenecks. We’ve de-

rived analytical formulas for this transition, letting us

identify weak operational regions without simulation.

Learning phase analysis 
To estimate the number of observations needed for the

disclosure attack’s learning phase, the attacker must collect

m mutually exclusive recipient sets in which Alice is a par-

ticipant. To avoid unnecessary repetition, we assume that 

• Alice participates in all batches, and 

• Only one of Alice’s peer partners is in the recipient sets

of all batches. 

We can safely make the first assumption because the at-

tacker is only interested in the batches in which Alice par-

ticipates. We make the second assumption and provide a

correction factor to account for the possibility that another

sender could send a message to one of Alice’s peer partners,

making a batch useless for the learning phase’s purpose.

Consider a brute-force attacker who keeps the collec-

tion of all groups of mutually exclusive recipient sets. (The

brute-force attacker is also the most powerful attacker.) 

Let Gk(l), k = 1, 2, …, l = 1, 2, …, k, be the collection

of all groups of l mutually exclusive recipient sets after ob-

serving k batches. An attacker observing the (k + 1)th re-

cipient set would obtain Gk+1(l) as follows: for l = 1, 2,

…, k, Gk(l) ⊂ Gk+1(l) as the mutual exclusivity of the re-

cipient sets in Gk(l) is not affected by new observations. 

Furthermore, the attacker would see if the new ob-

servation is mutually exclusive with any group in Gk(l –

1). We can add the new observation that is mutually ex-

clusive with a group in Gk(l – 1) to the group, thereby

increasing the group’s cardinality to l, and add the mod-

ified group to Gk+1(l). This process continues until the

attacker obtains m mutually exclusive recipient sets—in

other words, the learning phase ends when Gk(m) ≥ 1

for some k. 

This reasoning gives rise to two heuristic equations:
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|G(k+1)(l)| = |G(k)(l – 1)| π(l) + |Gk(l)| and (1)

|G(k+1)(1)|= |G(k)(1)| + 1, (2)

where |A| denotes set A’s cardinality, and π(l) is the

probability that a new recipient set will be mutually ex-

clusive with a group of (l – 1) mutually exclusive recipient

sets. These equations are heuristic rather than precise be-

cause they involve several approximations. 

To derive Equation 2, we approximate that the proba-

bility of seeing the same recipient set in two different

batches is zero. The second approximation is more subtle:

The actual evolution of the number of groups in Gk(l) is

probabilistic—that is, |Gk(l)| will vary from one trial to

another, yet Equation 1 computes |Gk(l)| deterministi-

cally. The approximation here involves replacing certain

random variables with their expected values. 

A more technical analysis of these assumptions is avail-

able elsewhere.10 In this article, we compare the results of

these equations to the simulation results to prove our as-

sumptions’ validity.

Using Equations 1 and 2 recursively, we calculate the

value of k for which

. 

Let K denote this value of k. Recall that this estimate

only considers batches in which only one of Alice’s peer

partners participates. The probability that other (b – 1)

senders in a batch do not send a message to one of Alice’s

peer partners is ((N – m)/N)(b–1). Therefore, the estimate

of the required number of batches for the learning phase

in which Alice participates is 

K/ b–1.

We can improve this estimate by incorporating the

necessary condition that before the learning phase ends,

the attacker must observe all Alice’s peer partners in the

recipient sets. Observing Alice’s ith peer partner requires

on average m/(m – i + 1) batches; thus we obtain our final

estimate for the learning phase from

. (3)

Figure 4 compares the analytical result obtained from

Equation 3 with the simulation results. For all three para-

meters, the analytical estimate is only slightly less than the

actual number of observations required for the learning

stage. The most prominent differences between the esti-

mates and the simulation results occur around the knee of

the curves, which coincide with the term change in

Equation 3. The second term in the equation provides

the number of observations for the flat part of the curve,

and the first term provides the number of observations for

the rising part. During the transition from the first term

to the second, our estimate becomes less accurate.

Excluding phase analysis
An attacker starts the excluding phase with the m mutu-

ally exclusive recipient sets O1, O2, …, Om obtained in

the learning phase. The sets O1, O2, …, Om, each have

cardinality b. (We assume that in a batch, two different

senders do not send messages to the same receiver, an ac-

ceptable assumption in an open system.8) In the exclud-

ing phase, if the attacker finds a recipient set Rt that inter-
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sects with only one set Ol among O1, O2, …, Om, the at-

tacker replaces Ol with the intersection of Ol and Rt. This

process reduces the cardinality of Ol, and in the end, each

of the sets O1, O2, …, Om contains only one recipient.

These recipients are Alice’s m peer partners.

We model the excluding phase as a discrete stochastic

process with state X = (O1, O2, …, Om). Let Xt denote

the process state after the attacker observes the tth batch.

Because the state Xt only depends on the previous state

Xt–1 and the tth batch, Xt is a Markov process.

If we assume that the nonpeer recipients in a new

batch occur uniformly across all N users, the process Y

given by Y = (|O1|, |O2|, …, |Om|) also becomes a

Markov process. This is because the recipient sets O1, O2,

…, Om are mutually exclusive at the end of the learning

phase and remain mutually exclusive during the exclud-

ing phase. The mutual exclusivity of sets O1, O2, …, Om

and uniformly occurring nonpeer recipients in a new

batch render the recipient’s individual identities unim-

portant for determining the sets’ sizes. In other words, the

mutual exclusivity of O1, O2, …, Om and uniformly oc-

curring nonpeer recipients in a batch imply that the

number of recipients in the set Ol, where 1 ≤ l ≤ m, after

observing the tth batch depends only on the number of

recipients in these sets before observing the tth batch. Be-

cause we’re only interested in the average number of ob-

servations required to reach the state Y = (1, 1, …, 1), it

suffices to analyze the Markov process Y.

In theory, recognizing Y as a Markov process lets us

obtain an upper bound on the average number of obser-

vations required for the excluding phase. However, the

large size of the state-space of Y given by bm makes this

statistic difficult to compute. The state space of Y is large

even for moderate values of b and m (b = 25 and m = 10,

for example).

To efficiently compute the required upper bound, we

look at the number of recipients in the first recipient set, Y1

= |O1|, and stipulate that the total number of nonpeer re-

cipients in other recipient sets is given by γ= (m – 1)(E(Y1)

– 1). Under this stipulation, the state space of Y1 only has b

states, and we can compute the transition probability of Y1

relatively easily. Using the standard formulas for Markov

processes and the transition probabilities, we can compute

the average number of observations required to make Y1 =

1. Computation details are available elsewhere.10

Figure 5 compares the results from the methods out-

lined here with the simulation results. These graphs show

that once the number of observations start their sharp

rise, our analysis overestimates the number of observa-

tions required for the excluding phase. This overestima-

tion is a result of discarding observation sets during the

analysis if they are not immediately useful. In a disclosure

attack, the attacker keeps an observation set for future use.

In all our tests, our estimates fall within one order of mag-

nitude of the numbers obtained by simulations. At pre-

sent, we have no rigorous proof of the tightness of the

bound provided by our estimates. Different extreme cases

we have tried, however, give us confidence that we can

use our estimates to compute an upper bound on an

anonymity system’s protection limit .

Weak operational region analysis
As discussed earlier, to analytically compute the weak op-

erational region, we must identify the point at which the

disclosure attack transitions from a nonpeer bottleneck to

a peer bottleneck in the learning phase.

Consider a nonpeer bottleneck caused by Alice’s non-

peer recipients. After the attacker has collected (i – 1) mu-

tually exclusive recipient sets, Alice has (i – 1)(b – 1) non-

peer recipients in these sets. Therefore, her choices for (b

– 1) nonpeer recipients in the ith mutually exclusive re-

cipient set decreases from (N – m) to (N – m – (i – 1)(b –

1)). The impact of previously observed nonpeer recipient

sets is greatest when the attacker wants to find the mth

mutually exclusive recipient set. Then, the number of el-

igible candidates decreases from (N – m) to (N – m – (m –

1)(b – 1)), and the probability of finding (b – 1) unob-

served nonpeer recipients becomes

. (4)

For a peer bottleneck, the attacker would find it diffi-

cult to obtain a recipient set with a previously unobserved

peer partner of Alice. An attacker with (i – 1) mutually

exclusive recipient sets has already observed (i – 1) peer

partners of Alice, and the probability of observing a pre-

viously unobserved peer partner is (m – i + 1)/m. Clearly,

the bottleneck is most severe when the attacker tries to

obtain Alice’s mth peer partner. In that case, the probabil-

ity of observing the mth peer-partner is only 1/m.
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PARAMETERS THRESHOLD
N M b

N = 20,000, m = 20, b = 50 15,718 28 56
N = 400, m = 10, b = 10 369 11 10
N = 20,000, m = 40, b = 100 105,602 91 138

Table 1. Threshold values of N, m, and b for three typical cases.
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We obtain the boundary of the transition region by

equating the probability of each bottleneck. Specifically,

we set

. (5)

By fixing two parameters in Equation 5, we can com-

pute the threshold value of the third parameter when the

disclosure attack goes from one bottleneck to another in

the learning phase. Table 1 shows the threshold values for

three typical cases. Comparing these thresholds with the

simulation results (given for the graph in Figure 4a)

shows that Equation 5 precisely estimates the transition

region boundary.

I n this article, we demonstrate how to estimate funda-

mental limits on the anonymity provided by an

anonymity technique. Our future work will take these

limits and implement an intelligent assistant that helps

users control and protect their privacy. 
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