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Abstract
Mobile communication offers many new opportunities. However, because of the maobihity
subscribers trustworthiness of data, reliability and security are major issues.

Our objectiveis to increasethe network's trustworthinessby providing meansto prevent
generation of movindgracks: The protectionshouldbe shiftedinto a subscriber'sdiomainwhere
the administration of the locatianformation of his mobile stationis handledasfar aspossible.
Outside his domain, the subscriber should be able to act anonymously whenever possible.

The location managementstrategiespresentedin this paper achieve anonymity of the
communicating parties and therefore fulfill the requirement of privacy.
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1. INTRODUCTION

Sincebandwidthis a very limited resourcein radio networks, it is necessanto subdividethe
service area into many cells to allow re-use of transmissional frequencies. Thénefoedwork
structureof GSM [GSM_93] s distributed:severalMobile Switching CenterstMSC) and local
databases (Visitor LocatidRegister,VLR) aredistributedin the systemservingtheir respective
local areas (MSC-Area). THdSC-Areain turn is subdividedinto severalLocation Areas(LA),
and an LA is subdivided into several cells.

The smallest unit of the cellular network is the d@llthin a cell the mobile subscriberis able
to call anyoneandis reachabldor anyone.As the subscribersre free to go everywheren the
servicearea,it is obviousthat they will enterand leave cells. Therefore,location information
must be managed.Taking some performance considerationsinto account, the location
information maintained in the network is in terms of Location Areas (LA). Currently,
managemenbf suchdatais organizedusing a central databasethe Home Location Register
(HLR).



A centralized HLR stores data on subscribers and mstateons.Whena subscriberentersa
new LA served by a new MS@nly the relevantdatais downloadedo the VLR. For example,
the messagdlow of the Location updatingprocess(LUP) is shownin Figure 1. The mobile
station(MS) initiatesthe LUP (1). The new MSC forwardsthe request(2) to the HLR which
triggerscancelingthe old recordin the databasef the previousMSCqig (3,4'). In parallel the
HLR confirms the updating in MSfew (4) which in turn acknowledges the MS request (5).
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Figure 1  Example of a location update in GSM-network according to [MoPa_92]

As canbe seenin Figure 1l the HLR coordinatesall datachanges.This leadsto the security
problem of confidentiality. The network provider has unlimited access to the HLR abkkto
locatea subscriberusing the trace procedurespecifiedin GSM. Hence, at leastthe network
provider is able to (ab)use personal data to record moving tracks. We consider the ability to trace
the userof a mobile stationandto constructmoving trackswithout the user‘sknowledgeasa
violation of the data security requirement "confidentiality".
It is expected, that the number of mobile subscribers will increase dramatically in thelfuture.
order to meefuture demandgperformanceof the systemmustbe increasedy cell division and
reuse of bandwidth. However, with the size of ceésomingsmallerand smaller,very detailed
informationwill be availableandthereforethe determinatiorof the location of a mobile station
will become more and more accurate.
Attempts to solve this problem have been proposedin [FIJKP_95, Hets 93, Pfit 93,
SpTh_93, SpTh_94] and others. We introduce some methods and extend them by new concept:
The advantage®f our new conceptinclude the considerationof privacy, a more efficient
administration of data and the usage of the common network structure to a large degree.

2. DATA PROTECTION AND SECURITY REQUIREMENTS

llegal compilationand unrecognizedchangeof information and disruption of functionality by
unauthorizedentities in a communication network must be prevented. Related security
requirements are availability, integrity and confidentiality.

"Availability" means,that the communicationnetwork enablescommunicationbetweenall
parties who wish to communicate (and who are allowed to).

"Integrity" relatescorrectnesscompletenesand timelinessas well as to the proof that a
senderhassenta messagend/orthe addressedasreceivedit. For the technicalfulfillment of
integrity, mainly cryptographicmethodsare applied such as authenticationcodes and digital
signatures.

"Confidentiality" meansthat data is available to authorized parties only. Especially the
protection of the location informaticof a mobile stationneedsto be managedNeither potential
communicatiorpartnersnor third parties(including the network operator(s))should be able to



locate mobile stations or their users. [Pfit_93] suggeststhe concept of Radio-MIXes.
Cryptographic techniques on their own would be insufficient for implementation of
confidentiality since our security requirements concern switching data as well (see Figure 2).

security requirement confidentiality possible realizations
message contents end-to-end encryption
sender and/or recipient anonymity dummy traffic
MiXes
current location of aMS broadcast
* location

_ new location management strategies
« addressing

* protection from locating and direct sequence spread spectrum
identifying a sending MS (CDMA)

Figure 2 Possible technical realizations of security requirement confidentiality in radio
networks

In the pastonly one aspecthas been consideredwith regard to security. The user of a
communication system like GSM has to authenticate himself to the ngtwakler. However,
the opposite way has never been an issue.

Yet, we demandmultilateral security This meansthat the securityrequirementgiven above
haveto be guaranteedor everybodyno matterwhetherthe violator is a subscriberor a service
provider. Confidentiality hasto be ensuredregardingthe individual user, the communication
partner and, dependingon the application, third parties, particularly service and network
providers.

3. TRUSTWORTHY MAINTENANCE OF LOCATION
INFORMATION — RELATED WORKS

Accordingto our securityrequirementghe locationinformation of a mobile subscribemust be
stored confidentially. One approachis to maintain the location information in a trustworthy
environment[Pfit_93, Hets 93]. A personaldigital assistantor "personal communication
bodyguard" is proposed for managing the location information of a mobile subscribeligitdde
assistantin [Pfit_93] is a Home PersonalComputer (HPC) locatedin a trusted and private
environment, e.g. the home of thebscriber.The locationinformationof the mobile subscriber
is stored in the HPC. If thenobile subscriberoamsinto anotherLA the locationinformationin
the HPC will be updated.

! Radio-MIXes = basic concept for protection of sender, recipient and current location of the subscriber in radio
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Figure 3 Trustworthy maintenance of location information in a Home Personal Computer
(HPC)

In addition, unlinkability between BTSs and HPC (agastsinglocating attempts)is achieved
by MIX-cascades (see [PfPW_91]).

Let us supposesubscriberA wantsto setup a call to a mobile subscribeB (seeFigure 3).
First the network establishesa connectionto B's fixed trusted station HPCz (1,2). The
information whichBTS is responsiblds storedin this HPCg. Then,the call is routed(through
the MIXes' unlinkability) to the BTS (3-7). The BTS broadcastsddikin the cell area(8). If B
wants to communicate he will establish the connection to A.

In principle the functionality of the HPC (as mentionedabove) may be extendedto an
"intelligent"” digital assistante.g. a dynamicansweringmachineand a reachabilitymanagement
machine.In summary that meansthat each subscriberneedsa trusted private device for
processing incoming calls (i.e. forwarding, answering etc.).

Every change of the location area leadkWd-signalingbetweenMS andHPC. If the LA is
frequently changed the signaling overheadfor LUPs may increaserapidly. This problemis
reduced by doing the following:

At anincomingcall the HPC searcheshe MS by broadcastignalingin the entire network
area.Thus, the HPC doesnot needto managedetailedlocation information. However, sucha
systemwill havea high signalingload. Therewill also be an optimization problem between
location updating and broadcast signaling.

Anonymity by broadcastingmakesuse of the conceptof implicit addressedPfWa_87].
Implicit addresses describe (in opposite to explicit addresses) neither a location in the network no
a station. Only the intendedrecipient may recognizethat a messagas addressedo him. An
implicit addresgs a recognizablemark for the addressedut meaninglessnd unlinkablefor all
others.

Visible implicit addressesnay be testedfor equality by everybody:The subscriberschoose
arbitrary names (addressédsj themselvese.g. randomnumbers.The recipientholds his valid
implicit addressesn an associativememory. In this way messagesare recognized very
efficiently.

Invisible implicit addressemay be testedonly by the addresseef-or this testa (public key)
cryptosystemnis necessaryTherefore,invisible implicit addressesre more costly than visible
implicit addresses.

If the HPC hasthe functionality of a reachabilitymanager(see[FJKP_95]) communication
demands can be filtered and the overload of the raetmwork by broadcasbe possiblyreduced.
Anotherway to reducethe signalingload of a broadcasexistsif the HPC is adjustableby the
subscriber. In this case the HPC may be adjusted in such a way that the biaradtastduced
to the area the MS is probably roaming.

It is obvious: the larger a broadcast area the higher the anonymity of everyone.

The plannedintegrationof existing and future cellular systemsinto UMTS opensup new
possibilitiesfor privacy and data protection. The cells (pico-, micro-, macro cells and satellite
overlay cells) are at least partly overlaid. Therefore, the term hierarchical cell areas is used.



Suppose there is broadcastingaipossiblylarge cell area(e.g. satellitecell) eventhoughthe
MS roams ina small arearegardingthe subscribedsystem(e.g. micro cell of GSM). Thus, the
necessary location information can be ddssaccuratd FJKP_95]. Therefore,in this approach
a wide cell area is used for broadcast depending on the network efficiency and the desioéd level
anonymity. One technical approachfor wide areabroadcastings the usageof low altitude
satellites (Low Earth Orbit, LEO).

4. ANONYMOUS SUBSCRIBERS USING PSEUDONYMS

Previousinvestigationsconcerningthe subscriber'ssecurity in location managemensuggested
network structuresin which the network operatorshould not have any information on the
subscriber's current location. These approaches ithatghe network operatorshouldnot have
any databases.

In the following chaptersve examinethe securitylocationmanagementrom anotherangle.
Our main concernis thatthe identity of the mobile userhasto be kept secretfrom the network
operator. If we still want to use central databases where the location information is stotbd then
usageof pseudonymsof the subscriberis a possible approach.Thus, the exact location
information is stored but can only be linkede pseudonynof the subscriberandthe network
operator can use efficient location management strategies with the aid of central databases.

4.1 Periodic Pseudonyms

As mentionedabovethe network operatoris allowed to keep exactlocation informationif this
information is not related to an identifiable subscribett,to a pseudonyninstead.The network
is time synchronizedand at a time t; all subscriberan eachlocation areatransmitan implicit
address to the network.

This implicit address is quite long (e.g. 50 to Eis) andwould be treatedas a pseudonym
by the network administrator.The sourceof the implicit addresss a pseudorandomgenerator
(PRG) with the secret keygkThe same implicit address is generatethe subscriber'sviS and
in the subscriber'sustedHPC, too. In orderto generatehe sameimplicit addressn the HPC
and the subscriber's MS, there must be a prior key-exchange béhgseentities.In eachtime
period both MS and HPC create a new pseudonym. TheaM$ presentiocationhasto inform
the network that a new pseudonymhas to be registeredin this LA. We call this act the
pseudonym registration.

Location Registration and Location Updating

The network registers the MS of a subscriber B under apsewdonymDpg = PRG(kg,tj). The
new identity within a location area is calledglDt is a newly created entry in tloatabasesf the
network. Therefore,the network operatorcannotfind out the real identity of B although the
transmitted information is known, i.e. thegd@nd the locatiomreaidentifier. PRG(kg,t;) is also
generatedn the HPC of the subscriber.lt producesthe samelDg at the sametime. At the
pseudonym registration the network behaves like a GSM-system when a MS is switched on.

All location updating procedures of the GSM can wonklerthe pseudonymDpg. Therefore,
no modifications in location updating are necessatry.

Mobile Terminated Call Setup

With this configurationof the distributed information a call setupleadsus to the following
procedure (see Figure 4):

Subscriber A wants toommunicateo the mobile subscribeB. First, the networkneedsthe
currentpseudonymDg of B. It requestghe trustedprivate environmentHPCB of B for IDg.
Against surveillance of B's location thequestaveto be auditedin the HPC. In the HLR the
entry «IDg,VLR» is usedto routethe call to the responsibleMSC/VLR. The VLR knows the
current LA of the pseudonym Hand arranges the sending of the paging message.



In relaxing the synchronizatiorrequirementsthe old IDs in conjunctionwith the location
information should remainlonger in the network databaseshan the time period of the time-
synchronization. Since each ID is handled separately, unlinkability of the IDs is guatanteed
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Figure 4  Periodic pseudonyms: Mobile terminated call setup

Compared with GSM we can conclude thatéffective additionalcostis equivalentto the cost
of using a HPC. It can be expressed in terms of more signaling load because wetlzesthme
time period is shorterfor the pseudonymmethod than for the pure location updating. An
additional advantage of this is that the system is more robust.

4.2 Group Pseudonyms- An Approach with Location Management
according to the logical GSM Structure

The previous approaches required a device in a trusted private environment{eQ. Ehe use
of a HPC leads us closer to multilateral security, howetvegedstechnicalexpenseand puts at
risk the availability of services (e.g. power failure at home).

If security is organized in centralized environmentsitemtioneddisadvantagesf HPCs can
be avoided.

The approach suggested in this section require®Hosving assumptionit mustbe possible
to sample subscribers in subsets (or groups) and to keep anonymous the substsisebset.
Then the network operatoris allowed to managethe location information of this group. All
subscribers of one group are assigned to a group pseudonym.

Now we discussa technicalapproachfor group pseudonymsFor eachsubscribera hash
value IMSI' is derived from the IMSI. The hash value IMSI'=h(R,IMSI) (R is a random number)
is our group pseudonynfor a setof subscribersince various IMSIs are mappedto the same
IMSI'.

The logical structure of GSM shall be kept. Therefore, the data basasainceptare called
HLR* and VLR* (according to GSM's HLR and VLR). For illustration see Figure 5.

Location Registration

A mobile subscriber B wants to set up a location registraionedure By polling the broadcast
channel B gets the LA. He sends the hash value g% his IMSIg to the responsible VLR*.
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Figure 5  Group pseudonyms: Location registration and mobile terminated call setup

If no subscriber of B's pseudonym group is registeredLiR* a new record«IMSI'g,n» with
n:=1is created Afterwards,the HLR* is notified that a subscriberof the pseudonymgroup
IMSI'g is registered.

If an additional subscriber of a registered pseudonym group in VLR* wants to register then the
record is updated to «IM§lh:=n+1». In this case HLR* is not notified.

Via n the VLR* canrecognizehow many subscribersof the same pseudonymgroup are
roaming in the VLR* area.

If the last subscriberof one pseudonymgroup roams outside the VLR* area, the record
«IMSI'g,1» is removed and the HLR* is notified.

In the HLR* the relevant VLR*s are stored to each pseudonym group.

Mobile Terminated Call Setup
If a subscriber A wants to communicate to the mobile subsdilferobile terminatedcall setup,
mt-call setup), A calculates IM§Eh(R,IMSIg)* and sends IMSd'to the network.

Additionally, A encrypts the IMSIg in the form of an invisible implicit address
cg(RND,IMSIg). The random number RND guaranteegshat B cannot be identified by the
network. Against attacks leplay of cg(RND,IMSIg), a (signed)time stampsig(T) may be an
additional part of the invisible implicit addresg(RND,IMSIg,sig(T)).

HLR* sendscg(RND,IMSIg) to all registeredVLR*s (in our exampleonly VLR*1). The
VLR*s broadcast the implicit address in the relevant LAs (paging).

By polling the broadcast channel all mobile subscribers receive the messages but only B is abl
to recognize the message: With his secret kelyeddecrypts the messatgedg(cg(RND,IMSIg))
and recognizes his IMBI

Location Updating
If B roams into another LA &UP is processedBy polling the broadcasthannelhe recognizes
thata new VLR* is responsiblefor him. He sendshis IMSI'g to VLR* ,ew. He arrangesthe
decrement of the counter n (see section Location RegistratidiRNg|g andthe incrementof n
in VLR* hewas well.

Of course, the LUP has to proceed authenticated but this should be atralamylby GSM's
authentication procedures.

If necessaryseesectionLocation Registration)VLR* g and VLR* he\ Notify the changedo

HLR*.
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The presentedmethodkeepsthe logical structureof GSM to a large degree.However, an
essential difference to GSM is the signaling. For the reachabilayradbile subscribersignaling
takesplacein morethanonelLA. This aspectincreaseshe averagesignalingloadin the whole
network, but not in one LA!

Obviously the critical parameter is thize of the pseudonyngroup. If the groupsizeis high
the dangerof tracking of individual subscriberss low, but the signalingload is high and vice
versa.

Another difference to GSM is the necessary bandwidth on the broadcast channel for signaling.

By using public key cryptography,one paging messages approximately 500 bit long.
However, the extendedmessagespacecould be usedfor additional serviceinformation (e.g.
billing, transmittingof the challengeinformation for authentication)Possibly, further protocol
steps may be reduced.

By using symmetriccryptography,bandwidthon the radio interfaceis saved,but the key
managementvould be more complicated,since all potential communicationpartnersneed to
arrange their secret key before they communicate.

5. COMBINING THE ABOVE STRATEGIES

The reviewed and suggestedstrategiesconcerning the subscriber's security in location
managementdo not take into account the subscriber's mobility and their geographical
distribution. We assume that the centres of population are near to the cemtdestl. Most of
the time,subscribersare mobile in the vicinity of their homes(usually at homeor at work) and
are reachable in this limited area. So the number of msbllscriberdecayswith the distanceto
their HPC, as can be seenin Figure 6. New mobile networkswill use this distribution of
subscribersand provide meansto fulfill the needfor personalmobility and reachability only
within the boundaryof thesecentres.The aim is not the provision of unlimited mobility but
serving a large number of subscribers. The efiéthis distributionleadsto small cell radii and
serves subscribers in an economical way. Because of the cost redfict@mingsubscribersn
geographical limited areas the offered services become cheaper.
number of

mobile different broadcast areas

subscribers 4’7

>

distance from the HPC

Figure 6  Assumed number of mobile subscribers as a function of their distance from the
HPC

In a network with a limited service areait is useful to employ the method of periodic
pseudonyms pecausethe mobile subscriberis in the vicinity of his HPC. The signaling
overhead of the request to the HPC is needed in order tthérsadibscriber'pseudonymThis
overheads economicalwith respecto the transmissiorcostin the fixed network becausehe
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6. FUTURE WORK

The given location managementstrategiesachieve that even the provider of the mobile
communicatiometwork cannottracethe roamingof the subscribersFuture work might try to
answer the following questions:

(1) How doesthe technicalexpenseof the location managemenstrategiesdescribedin this
paper comparewith the strategiesused so far, which do not aim at protecting the
subscribers fronobservatiorof their roaming?For different distributionsof subscribers
and their calls, load -, performance-, and cost models have to be developedand
evaluatedAs far aspossible,a quantificationof observationof the roamingshould be
tried and evaluated in the models as well. fRany strategiesand somecharacteristicef

roaming and calls we expect that the protection from observation increases the expense.

(2) How could the described location managementstrategies be improved? These
improvements have to be detailed and evaluated as described in (1).

(3) Does it make sense to combine the described strategies, e.g. a strategy of Chapter 3 with
strategy of Chapter 4? These combinations should be evaluated according to (1) as well.

(4) How exactly could and should the paying for services,which are not for free, be
organized? Basic protocols faccountabilityinsteadof anonymityare known which use
digital pseudonymg¢BuPf_89, BuPf_ 90, Pfit_93]. On the one hand,they shouldbe re-
thoughtfrom the perspectiveof the new location managemenstrategiesOn the other,
their expense and security should be determined and compared.

We hopethat at leastthe essentialquestionscan be answeredquickly enoughto considerthe
proposed solutions in the further definition of UMTS.
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