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Abstract
As the autonomous vehicles market is expected to grow in the future, their functionalities will increase too, leading to
complex embedded computer systems. To address this, organic computing has emerged as a research area that takes
inspiration from biological entities to handle complex distributed embedded computer systems. Organic computing has
improved adaptability and robustness, while also reducing development efforts. However, it has some drawbacks in terms of
determinism, composability, and dependability, which are key features for safety-critical applications. Distributed computer
systems using time-triggered communication networks possess these characteristics and thus show distinct advantages for
safety-critical systems. By combining artificial DNA and hormone features with time-triggered communications, we can
make these systems safer, more reliable, and suitable for safety-critical applications. Therefore, we present a time-triggered
organic computing architecture where the time-triggered schedule is produced by a list scheduling algorithm during run-
time. All the tasks on the systems are executed according to the computed schedule. To demonstrate the concepts and
the system model, we performed evaluation test in a simulator in which the system executes tasks according to predefined
schedules. The evaluation of use cases shows improved temporal predictability and fault containment.

1 Introduction

The market demand for autonomous vehicles has increased
in recent years and is expected to grow exponentially in the
future. This increase in demand will result in vehicles with
complex functionalities, leading to challenges in their han-
dling, especially in fault situations. In current designs, the
human driver provides adaptability and flexibility in chal-
lenging driving situations, so driver assistance functions do
not need to be fail-operational. As we move towards self-
driving vehicles, more and more driver assistance functions
will need to be fail-operational, i.e., theywill need to provide
system services even in the event of faults (such as failure of
computing nodes or sensors). Therefore, we need comput-
ing systems that can dynamically and autonomously adapt to
these complex situations and provide sufficient redundancy
at a limited cost. IBM defines systems as autonomous if they
contain self-x properties (such as self-organization, self-
healing, self-configuration) [9]. Organic Computing (OC)
is a paradigm for organizing distributed computer systems
with a high degree of flexibility and self-healing, which is
inspired by the concepts and principles of biological sys-
tems. It adapts the working principles of organic systems
to manifest their self-organizational nature into complex
embedded systems. This is done by employing an Artifi-
cial Hormone System (AHS) as a real-time middleware that
brings improved adaptability and robustness by exhibiting a
self-organizing mechanism that can self-configure and heal
the system. This is achieved by exchanging artificial hor-
mones (i.e., smallmessages) between all computing nodes in
a distributed system to determine the suitability of task allo-
cations, initially in the start-up phase (self-configuration), in
the event of node failures (self-healing) and after potentially
degrading system services (reconfigurations). However, the
AHS currently lacks support for dependability, determin-
ism, and composability, which are crucial for safety-critical

systems such as autonomous driving systems. On the other
hand, this is provided by time-triggered systems. Such sys-
tems ensure resource adequacy and predictability through
a priori scheduled tasks and messages. Knowledge of the
permitted temporal behavior of components allows effective
fault containment in the time domain and simplifies certifi-
ability. In addition, in this paper a Time-Triggered Organic
Computing (TTOC) architecture for the automotive domain
has been presented that combines the advantages of both
organic computing and time-triggered systems. The flexi-
bility in terms of task (re-)allocations is maintained by the
artificial hormone system and the predictability is realized
by a list scheduler that will organize task execution times,
message injection times, andmessage paths. Furthermore, it
deals with the distributed scheduling problem in the TTOC
environment for each computing node. In typical designs,
the scheduler organizes the temporal and spatial allocation
of both tasks and messages, but in the proposed architecture
the AHS middleware handles the allocation of application
tasks to ECUsmeanwhile the scheduling algorithmwill han-
dle execution times and message paths. The paper is divided
as follows: In section 3 it provides a short introduction to the
specifics of OC and gives an overview of the combination of
time-triggered concepts with OC. Section 4 will discuss the
scheduling problem for the TTOC and the newly proposed
algorithm designed by us. Section 5 describes the evalua-
tion of concepts that have been proposed using the TTOC
simulator. Section 6 draws the conclusion and the future
work.

2 Related Work

Self-X properties of autonomous systems have been an area
of research that has received significant attention over the
past few years. Organic Computing was established as a



research field by Deutsche Forschungsgemeinschaft (Ger-
man National Science Foundation) in 2003 [8] to bring the
principles of biological systems into distributed computer
systems. A distributed self-organization OC based on the
observer/controller architecture is introduced in [12] with
the ability to control unexpected behaviors of the system.
Another observer/controller design is developed in [3]. This
OC system is tested on a traffic light controller. In addition,
there have been OC constructed from different approaches.
Similar to how genetic instructions encode the functioning
and growth of organisms, ADNA can also encode the struc-
ture and organization of embedded computer systems [4]
and store it inside each computing node (ECU), following
the same principles as biological DNA. An additional, or-
ganic computing technology inspired by biological systems
has been established at [7]. It is a real-time middleware
based on an artificial hormone system. This middleware ex-
hibits self-organizing property, allocating tasks to the most
suitable processing node by itself. AHS uses artificial DNA
to construct distributed embedded systems.
Furthermore, significant research has been conducted to in-
troduce self-organization and OC properties in the automo-
tive domain. OC will handle the increasing complexity of
embedded systems in the autonomous vehicle sector. The
dynamic concepts of ADNA and AHS can be used in AU-
TOSTAR [6]. Moreover, organic computing has also been
used to improve the dependability of automotives as de-
scribed in [10]. About the middleware layer, an autonomic
middleware for automotive embedded systems that exhibits
high flexibility and automatic runtime reconfigurations is
presented in [1]. An alternative middleware approach [2]
dynamically configures automotive embedded systems by
providing transparency and flexible platform-independent
support for portability.
The proposed architecture combines time-triggered con-
cepts with organic computing, based on artificial hormone
system middleware for autonomous vehicles. This time-
triggered OC middleware achieves high flexibility and reli-
ability that comes from the self-x properties and predefined
task execution. The schedules get dynamically calculated for
each computing node by a heuristic scheduling algorithm.

3 Time-Triggered Organic Computing Archi-
tecture

We have taken inspiration from the concept of ADNA and
AHS, two organic computing technologies following the
same philosophy as biological systems. ADNA and AHS
offer several advantages, such as robustness, reduced devel-
opment efforts, and increased adaptability. In section 1, we
proposed combining ADNA and AHS with time-triggered
concepts to make embedded systemsmore deterministic and
reliable. We call this new architecture Time-Triggered Or-
ganic Computing (TTOC). To begin with, in this section, we
provide a brief overview of ADNA and AHS, followed by a
detailed explanation of the new architectural concepts.

3.1 Artificial DNA

Different complex embedded systems can be constructed
by inserting the structure and organization of the system
in a single file and storing it in each computing node [5].
The functionalities (e.g., task structures and messages) are
encoded in the ADNA file using simple basic elements.
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Figure 1 Different basic elements

Figure 1 exemplarily shows functional basic elements of
an embedded system (e.g., filters, actuators, sensors) where
Sourcelink denotes a reactive link that responds to incoming
requests and Destinationlink is an active link for sending
requests. In the automotive domain, a basic element can
also be, for example, the ABS functionality. In the current
designs, the ABS is bound to a fixed ECU and a backup
one. In case of a failure in both ECUs, the system loses
the ABS functionality, which may lead to wheels locking
up during breaking. With the ADNA file located in each
processor core, the ABS functionality will be transferred to
other active ECUs, thus preventing the lockup of the wheels.

3.2 Artificial Hormone System

The AHS middleware is designed to read the ADNA com-
puter file and create system functionalities. It can also imple-
ment other self-x features, such as self-configuring, where
the system reconfigures itself during run-time. Once the
tasks are created, AHS will allocate them to specific com-
puting nodes based on their suitability, organizing the sys-
tem (self-organization) accordingly. For example, in control
loops, tasks from the PIDcontrollerwill have higher suitabil-
ity on computing nodes that perform arithmetic calculations
better.

Local Eager
Values

Received 
Accelerators

Received 
Suppressors

a > b ?

Received Eager
values

Tasks

Modified
Eager
Values

a

b

Accelerator

Suppresor

Figure 2 Hormone Loop of AHS

Furthermore, AHS also distributes tasks to minimize
communication distances (self-optimizing). Each ECU ex-



ecutes an hormone loop for sending hormones and calculat-
ing task suitability from these hormones. Each task contains
three main hormone types: Suppressors for lowering suit-
ability, Accelerators for increasing suitability, and Eager
values for determining task suitability of the ECU. The hor-
mone loop shown in Figure 2 sums up all received accelera-
tors, suppressors, and local eager values, and compares these
results with received eager values. AHS advantages rely
on self-x properties such as self-organization, self-building,
self-optimization, and self-healing. In AHS, the system is
self-organized because task distribution is done internally
by exchanging hormones between the nodes, taking into
consideration the suitability of tasks but also the load of
a node. The system becomes more optimized by prevent-
ing electronic control units from experiencing high loads.
The entire system is built using simple artificial DNA files,
which allows for reconfiguration in the event of computing
node failure. In such cases, all tasks are migrated to other
computing nodes.

3.3 Time-Triggered Architecture

Distributed embedded computer systems are built using
nodes consisting of communication controllers and com-
puter hosts that communicate via time-triggered networks.
In the TTOC, each ECUwill serve as one node of the system
as presented in Figure 3.
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Figure 3 Time-Triggered Organic Computing Architecture

In organic computing based on ADNA, different ECUs
concurrently perform various tasks, such as sensor or ac-
tuator tasks. In distributed embedded systems, ensuring
a guaranteed consistent system behavior is crucial. This
is achieved by processing events on all nodes in the same
consistent order. Using a global time base to execute op-
erations ensures the same order for all nodes, which brings
determinism to the system. Being predictable makes the
systems deterministic, thereby increasing overall reliability.
The global time is also utilized for error detection, commu-
nication protocols, and interfaces of the nodes. For instance,
in the case of a babbling idiot failure, where a computing
node sends untimely messages, all nodes have predefined
times when they can communicate. If communication oc-
curs outside the specified time, bus guardians will block the
messages that occur outside of the predefined time slots.

In TTOC, any communication network that supports time-
triggered concepts is suitable. At the operating system layer,
each ECU has a task dispatcher and a time-triggered sched-
ule. The dispatcher is responsible for reading the schedule
and executing different tasks at particular points in time. A
schedule table with the start and finish execution times of the
tasks is shown in Figure 3. In the architecture, alongside the
application tasks from the application model, such as sensor
data, there are also the TTOC middleware tasks composed
of hormonemessage exchange, which is also time-triggered.
The ECU can also be in an idle stage, where it waits for the
next task to be processed.

4 Scheduling

There are two types of real-time applications, hard and soft.
If the failure of meeting the deadline causes a fatal fault this
is called a hard deadline. It is called soft where missing the
deadline will not have a big impact on the application. For
autonomous vehicle systems, if the deadlines are missed, the
caused failure can lead to vehicle malfunction. To be able
to ensure that all application tasks will meet their deadlines,
real-time scheduling must be performed. The scheduling
algorithm determines the order of the tasks that are going to
be processed by the computing system.

There are two types of scheduling algorithms: static
and dynamic. If the task priorities and the execution times
are determined before the program starts, the scheduling
is static. In dynamic scheduling, everything must be cal-
culated during the run-time of the system. The scheduler
comes up with a scheduling algorithm for the system, which
is in two forms: preemptive or non-preemptive. In the pre-
emptive form, if a task with a lower priority has blocked one
with a higher one, the process with lower priority will be
terminated, allowing the execution of the higher one. In the
non-preemptive the process does not terminate but it waits
until the CPU burst time is complete. In classical designs,
the scheduler organizes:

• Allocation of application tasks to computing nodes

• Application task execution times

• Message injection times

• Messages paths

In the proposed architecture, this process is split and per-
formed incrementally. The AHS middleware first deter-
mines the allocation of tasks (of the application) in the sys-
tem at run-time, without execution times, thus allowing for
the desired flexibility that saves hardware cost, yet realizing
the same level of redundancy. The list scheduling algorithm
in TTOC then dynamically calculates the tasks execution
times along with the message injection times and paths for
the application messages, according to the given tasks as-
signments. The hormone exchange middleware tasks that
run on each ECU are also time-triggered, but their timing
within the schedule period is predefined.



4.1 List Scheduling

As mentioned, in TTOC the scheduling algorithm must be
computed at each ECU dynamically without knowing the
priorities of tasks. The dynamic scheduling algorithm that
has been taken into consideration for TTOC is List Schedul-
ing (LS). List scheduling is a process used to schedule tasks
represented as a directed acyclic graph (DAG).
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Figure 4 Example of DAG graph

There is a DAG graph consisting of nine application
tasks and their worst case execution times (wcet) alongside
message size as shown in Figure 4 . The tasks are arranged
based on their depth in the graph and the time required for
their execution. Each task is represented by a node and de-
pendencies between them are represented by edges in the
graph. The scheduling algorithm determines the order in
which the tasks should be executed and aims to assign each
task to an available computing unit (ECU). It takes into con-
sideration the data dependencies, timing constraints, system
model, critical path, scheduling priorities, and optimizing
for factors such as load balancing together with minimizing
idle time. Since the spatial allocation is taken care of by
TTOC middleware, the AHS will start processing the hor-
mone loop tasks based on their execution order. For that
reason, it is important to analyze and set the execution order
of tasks.

In our above DAG graph (Figure 4), task two is data de-
pendent from task one and task three because the messages
that arrive from them are needed for its computations. In
this case, task two must wait for the messages coming from
task one and task three before it can start executing. Task
one and task three are denoted as immediate parents of task
two. For the timing constraints, as it is written in the entry of
the section, in our case our systemmust meet hard deadlines.
For the systemmodel, Figure 3 describes that each ECUwill
execute the scheduling algorithm and produce its own sched-
ule. In addition, the critical path in the DAG is calculated by
taking into consideration the computation time (WCET) of
ECU and the communication times (message size) on that
particular path. Hence, we start processing tasks from the
most critical path of the DAG. The b-level has been used to
determine the node levels and scheduling priority.

After the tasks are ordered, the AHS can start the hor-
mone loop to determine the suitability levels of the task and
assign it to the most suitable ECU. Only then the schedul-
ing algorithm can produce the temporal allocation of the
application tasks and the (spatial + temporal) allocation of
messages. The algorithm below describes the procedure for

schedule generation of each task. As an input, the algorithm
will take the application task that has to be scheduled. As
stated, the TTOC middleware tasks will also be executed in
a time-triggered manner, which is why they will have pre-
defined slots on the schedule in each period. The period
of these fixed slots is denoted as the TTOC period and the
whole period as the hyper period. This means that all the
application tasks and messages will need to be scheduled
after the TTOC period, otherwise the AHS will not allocate
application tasks to ECU and the whole system will mal-
function. For this reason, in the algorithm, it is constantly
checked if the start time, or the start time plus the width
of the application tasks, does not overlap with the TTOC
period.

Algorithm Schedule(ECU)
Data: Task to be scheduled
for all tasks parents do

for Parent sending messages do
if Message receivers Id == Task ID
then

if Tasks run on same ECU then
Message schedule generation;
Update TDMA table of ECU ;

end
if Tasks run on different ECU then

Message schedule generation;
Update TDMA table of ECU;

end
end

end
end
if Task is not scheduled then

Task start time == ECU time ;
if Task is the first one to be scheduled then

Task schedule generation;
Update TDMA table of ECU;

end
if Task start time < hyper period + TTOC
period then

start time = hyper period + TTOC
period;

Task schedule generation;
Update TDMA table of ECU;

end
if Task start time + task wcet > hyper
period + TTOC period then

start time = 2 * hyperperiod +
TTOCperiod ;

Task schedule generation;
Update TDMA table of ECU;

end
end

Furthermore, the complexity increases since the sched-
ule is calculated for one task at a time. Since the allocation
of the tasks that receive messages from the task that is being
scheduled is not present till the AHS assigns it on an ECU,
only the temporal allocation can be calculated.
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The solution proposed is to first schedule all the incom-
ing messages from all the task parents and then continue
with the application task schedule. Figure 5 represents the
schedule generation phase for each ECU that happens dy-
namically while the system is running.
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Figure 6 Schedule generation example per each ECU

5 Evaluation of use cases

In the evaluation part, we tested the new scheduling algo-
rithm, the time-triggered concepts of TTOC, and the self-x
properties of OC. The simulations were conducted on the
TTOC simulator developed by [11]. In this system, the
ECUs are implemented as processing elements that contain
a task dispatcher, which utilizes a schedule to execute AHS
middleware tasks or dummy application tasks.

5.1 Testing List Scheduling

For the testing of a list scheduling algorithm, the TTOC
simulator has been used. In this simulator, automotive ap-
plication tasks are represented in the form of dummy tasks.
For the schedule calculation, multiple JSON files, that con-
tained different applications and physicalmodels, were used.
The range of application models varies to examples up to
forty tasks and with a total of fifty messages. All the results,
from the ordering of tasks, spatial and temporal allocations,
and execution times of the dispatcher are dumped into a log
file. The analysis of the log file concludes that the schedule
is generated dynamically as intended on each ECU.

5.2 Testing Time-Triggered Concepts

For the time-triggered concepts, we are interested in the
system executing application tasks and communication of
messages, according to the generated table schedules. As
stated in this section, in the TTOC simulator each ECU
contains a task dispatcher that operates based on the time-
triggered schedule. To evaluate the reliability of the TTOC
architecture, babbling idiot failure was tested on the system.
A random ECU was chosen to send untimely communica-
tion messages to the other ECUs. The results showed that
the failed ECU was blocked from transmission outside its
predefined communication schedule.

5.3 Testing Self-X Properties

We want the time-triggered organic computing to exhibit
also the self-x properties. By creating artificial DNA
files, that describe embedded systems in the automotive
domain, and feeding these files into the TTOC simulator,
it is possible to test the self-building property. Furthermore,
with the AHS properties residing in the simulator the self-
organization and self-configuration of the middleware can
be examined. Here, we are particularly interested in the case
of failures of ECUs, if the functionalities of the ECU will be
transferred to the other ones, and in the system reconfigura-
tion. In the simulator, it is possible to create timed events
that denote ECU failures. By implementing this feature, we
observed that right after the ECU was in a failure state, the
system reconfigured and reorganized itself, with all the tasks
distributed to the remaining ECUs.

6 Conclusion and Future Work

In this paper, we propose the building of a scheduling al-
gorithm that will serve to calculate table schedules dur-
ing run-time for the newly proposed time-triggered organic
computing architecture. TTOC architecture is based on the
combination of self-x properties residing inADNAandAHS
with time-triggered techniques to improve the reliability, de-
terminism and safety of embedded systems in autonomous
driving vehicles. The TTOC architecture enhances the tem-
poral predictability of the system by ensuring that all tasks
are executed at specific times. In addition, the simulation
results performed on the TTOC simulator showed that the
functionalities of ADNA and AHS remained unchanged.

For our future work, we are planning on testing the com-
munication network between ECUs in the network simula-
tor called OMNet++. The selected time-triggered network
is Time Sensitive Network (TSN). The interaction between
the network simulator and TTOC process will be handled by
a new designed co-simulation controller. Furthermore, we
want to test our new architecture with an autonomous driv-
ing vehicle simulator like CARLA. In this case we can test
our architecture with real autonomous driving application
tasks.
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