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Abstract—In response to the increasing complexity of
distributed embedded systems, self-organizing systems have
emerged. One such system is organic computing, which draws
inspiration from biological organisms. It improves the adaptabil-
ity and robustness of distributed embedded systems by allocating
tasks to computing nodes on demand. However, this approach
has drawbacks in terms of determinism and dependability. To
address these limitations, time-triggered communication concepts
have been incorporated to form a time-triggered organic comput-
ing architecture (TTOC). Herein, task executions and message
communications are predefined by a table schedule based on
a list scheduler. The schedule table, i.e., the order in which
application tasks get executed, has been validated by a previously
introduced TTOC simulator. The next step towards a real-world
usage of TTOC is a discrete-event simulator that includes the
simulation of actual time-triggered communication protocols such
as TSN. OMNeT++ provides such discrete-event simulations.
Both the TTOC simulator and OMNeT++ are discrete-event
simulators. Consequently, this paper presents a discrete-event-
based co-simulation interface that can control the execution of
the TTOC simulator and OMNeT++.
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I. INTRODUCTION

Distributed embedded computer systems are a significant
part of our daily lives and play a major role in most industries.
The automotive industry, medical devices, factory robots,
smart devices (e.g., watches, phones), aerospace, and smart
homes are some applications where embedded computing
systems are employed. The demand for these applications is in-
creasing, and it is expected that the functionality requirements
will increase further in the future. As technology advances,
embedded systems are becoming more and more complex.
However, this complexity presents a challenge when it comes
to managing and maintaining these systems [1], particularly
when the environment around them is constantly changing. In
order to ensure the reliable provision of services, embedded
computing systems must be designed to handle complexity
autonomously and adapt to changes in real-time. A system
is defined to be autonomous if it exhibits self-x properties,
such as self-organization, self-configuration, self-healing, or
self-describing [2].
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Organic Computing (OC) is a way of organizing distributed
computing systems that brings flexibility and self-organization.
It is inspired by the principles of biological systems and
uses so-called Artificial DNA (ADNA) to build embedded
systems and an Artificial Hormone System (AHS) to organize
them. Just as DNA is stored in every cell and contains a
complete description of the biological entity, ADNA encodes
the organization and structure of the system. AHS serves as a
middleware to make complex embedded systems more adapt-
able and robust by allowing computing nodes to exchange
small messages, called artificial hormones, that help determine
the suitability of task allocations, especially during start-up,
node failures, and system service degradation.

However, the AHS lacks support for dependability, deter-
minism, and composability, which is necessary for safety-
critical systems. Distributed embedded computing systems
utilizing time-triggered communication show specific charac-
teristics. In these systems, control signals are generated at
specific points in time on a synchronized global time base.
The communication of messages is scheduled and predictable,
ensuring resource adequacy and predictability. By combining
self-x features with time-triggered concepts, the system be-
comes more reliable, deterministic, and dependable [3]. This
is because the outcome of the system can be predicted with
greater accuracy. These systems ensure resource adequacy and
predictability through a priori scheduled tasks and messages.
They help contain faults in the time domain and simplify
certifiability by providing knowledge of the permitted temporal
behavior of components.

Therefore, organic computing technologies of AHS and
ADNA are combined with time-triggered concepts to create
Time-Triggered Organic Computing (TTOC). In TTOC all
operations (i.e., task executions, message communications) are
predefined by the table schedules. Each schedule is generated
dynamically at each node by a list scheduling algorithm that
is designed specifically according to TTOC requirements. To
validate the new concept, we have developed a simulator for
the TTOC architecture [4]. In the current stage, the execu-
tion of tasks is simulated based on the generated schedule.
Application tasks are placeholders, which means that they
do not exchange application messages between them. We



want to introduce application tasks that contain application
messages to simulate time-triggered communication between
the nodes. For that reason, we want to simulate a time-
triggered network in a network simulator. OMNeT++ and its
framework INET can provide the required tools to perform
a network simulation. Time-Sensitive Networking (TSN) was
selected from the currently supported networks due to the
supported time-triggered features.

To further validate our approach, it is necessary to couple
the two simulations. This paper presents a discrete-event co-
simulation interface for simulating network communication in
a distributed embedded system based on organic computing.
The interface will serve as a coordinator for the simulations,
reading the execution time of the next event and determining
which simulation must be executed based on the earliest time.
The following sections provide an overview of the current state
of the art in organic computing and co-simulation interfaces
in Section II. A concise overview of the TTOC simulator
can be found in Section III. Section IV presents details
about the network simulator and the selected communication
network. Section V explains the co-simulation interface, and
Section VI provides an evaluation of the newly designed
interface. Finally, the paper closes with a conclusion and future
work in Section VIIL.

II. RELATED WORK
A. Organic Computing

Research for the self-x properties of autonomous computing,
especially the self-organization systems, has been conducted
for several years before [5]. One of these systems that
has drawn attention is Organic Computing. It was estab-
lished by the German National Science Foundation (Deutsche
Forschungsgemeinschaft) to adapt self-organizing principles of
biological systems with the objective of handling unexpected
behaviors that may arise from complex distributed embedded
computer systems [6].

The organic computing architecture is based on the ob-
server/controller architecture to provide self-x properties to
distributed embedded systems. A distributed self-organization
OC based on the observer/controller architecture with the
ability to control unexpected behaviors is proposed [7]. This
OC system was tested on a traffic light controller [8]. This
architecture is used in robotics, too. OSCAR [9] is an adapting
robot that exhibits self-x properties to test walking behav-
iors in different environments. In addition, a middleware
for ubiquitous computing has been developed, following the
observer/controller design [10]. The middleware contains an
automated planner that combines the functionality of self-
X properties into a single component. Organic computing
features are also implemented in embedded real-time systems.
CAROS is a real-time operating system developed to provide
a solid base for implementing self-x techniques [11].

In addition, new architectural concepts have emerged. Bi-
ological DNA concepts have been transferred to computer
systems, thus introducing the artificial DNA. Similar to how

genetic instructions are encoded in DNA and stored in each
cell, the structure, as well as the organization of embedded
systems, are encoded in a computer file [12]. ADNA files, too,
are stored in every computing node of the system. Another
OC technology that follows the same ideas is the Artificial
Hormone System [13]. It is a real-time middleware that ex-
hibits self-organizing properties by allocating application tasks
to computing nodes based on suitability level. The suitability
level is calculated by each node from exchanging hormones
with all the other ones.

B. Co-Simulation Interfaces

The emerging challenges of complex engineered systems,
which include physical and software aspects, have led to a
need for co-simulation research [14]. In order to address these
challenges, the Functional Mock-up Interface (FMI) [15] was
developed. The FMI is a standardized interface that enables
the construction of complex Cyber-Physical Systems (CPS)
through the coupling of different simulators based on the
master/slave architecture. It has gained usage in many fields
of industry, including automotive publications [16], [17],
robotics [18], CPS energy systems [19], and prototyping
self-adaptive systems [20]. In most of the aforementioned
scenarios, two simulators from different domains are
involved. The simulators may be Discrete-Event (DE) or
Continuous-Event (CT). DE co-simulation is employed for
modelling CPS in [21], smart grid applications [22], and
electric grid co-simulation with communication networks [23].

There is a research gap regarding distributed systems based
on organic computing that offer determinism and predictabil-
ity. Therefore, we combined organic computing with time-
triggered concepts to build distributed embedded systems
that exhibit both high reliability and flexibility as well as
determinism and predictability. The simulator in [4] performs
TTOC task execution based on calculated table schedules.
Message communication is simulated in a network simulator.
To couple both systems, a co-simulation interface is needed.
Our approach is a DE-based co-simulation and does not utilize
an FMI interface. Detailed explanations of the developed co-
simulation interface can be found in the following sections.

III. TIME-TRIGGERED ORGANIC COMPUTING SIMULATOR

Based on the existing simulators for the evaluation of the
ADNA and AHS concepts [24], the TTOC simulator was
designed to demonstrate the time-triggered organic computing
concepts by simulating task dispatcher (order of task exe-
cution) and scheduling algorithm (schedule generation). This
section provides a brief overview of how the simulator works.

A. ADNA & AHS

As addressed in Section I, organic computing systems based
on ADNA can be constructed by decoding the system structure
and its organization in a single file and storing it in each
computing node [25]. All entities of the system (e.g., filters,



actuators, sensors) and their functionalities in terms of tasks
and messages are represented as basic elements containing
an ID, Sourcelink and Destinationlink. The ID distinguishes
different basic elements, the Sourcelink denotes a reactive link
that responds to incoming requests whereas Destinationlink is
an active link for sending requests to other tasks.

In order to read the ADNA file and build the system
during runtime (self-build), it is necessary to have the AHS
middleware. AHS is capable of organizing the system (self-
organization) by assigning application tasks to computing
nodes based on their suitability levels (e.g., tasks from the
PID controller will have higher suitability on computing
nodes that perform arithmetic calculations better). Each node
calculates its suitability level by executing the hormone loop
and exchanging hormones with the other computing nodes.
Furthermore, in the event of failures (e.g., tasks or nodes),
the AHS reconfigures the system (self-reconfiguration) by
allocating the failed tasks to other nodes to prevent the loss
of functionality.

The three main hormone types are Eager values, Suppres-
sors, and Accelerators. Eager values express the momentary
suitability of a node to perform a particular task. An eager
value is determined in the hormone loop by considering the
initial local (i.e., node-specific) eager value, which is then
decreased by suppressor values and increased by accelerator
values, respectively. In the hormone loop, in the first phase,
each node sends accelerator and suppressor values to the
other nodes. In the second phase, the local eager values are
calculated and sent to all nodes, and the third phase is reserved
for (organ) accelerators. At the end of the task decision phase,
each node assigns or passes a task based on the calculated
suitability level.

B. Time-Triggered Architecture

Ensuring that the system behaves consistently is essential in
distributed embedded systems. This is achieved by processing
events on all nodes in a consistent order. A global time base
is used to execute operations to ensure that the same order is
followed by all nodes, thus establishing determinism. Being
deterministic increases overall reliability and safety as the
system is predictable. It extends the area where they can
be used (e.g., safety-critical systems). The global time also
helps to detect faulty situations. For example, in the case
of a Babbling Idiot failure, where a computing node sends
untimely messages, all nodes have predefined times when they
are allowed to communicate. Communication outside of the
specified time slots can be blocked by bus guardians. Any
communication network that supports time-triggered features
is suitable for TTOC (e.g., TSN, TTEthernet).

Figure 1 gives insight into the TTOC computing node. Each
node contains a task dispatcher and a time-triggered schedule.
The dispatcher reads the schedule and executes the task with
the earliest slot. In TTOC, the schedule gets dynamically
calculated at each node by a list scheduling algorithm. In
the architecture, alongside the application tasks, there are the
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Fig. 1. Inside view of TTOC node

TTOC middleware tasks for the hormone message exchange,
which is also time-triggered. More details about the task
dispatcher and schedule are given in Section III-C.

C. TTOC Simulator

The TTOC simulator is built to test the time-triggered
concepts using SystemC threads (SC_THREAD). SystemC is
a modeling and simulation language written in C+4++ classes
that provides an event-driven simulation (also referred to as
discrete-event simulation). Discrete-event simulations provide
sequential execution of events at particular instants in time,
with each event representing a state change of the system.
When switching between events, no change takes place in the
system, so the simulation time progresses until the time of the
next event. This is known as the next-event time progression.
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Fig. 2. Discrete-event simulation

Figure 2 describes a list of multiple events at different
times. The first event is executed at 0.5ms, and then the
simulation time jumps to the time of the second event at
1.5ms. The TTOC simulator starts by implementing AHS
features, thus reading the ADNA file and constructing the
computing node and the task’s data structures. SC_THREAD
simulates the functionality of the task dispatcher and the
scheduling algorithm. The task dispatcher reads the schedule
and executes the next event. An event is a hormone loop
execution, schedule calculation, or application task. Recall
that in a discrete event simulation, we simulate sequentially,
and in the case of multiple threads, it is impossible to have
concurrent execution by default. Parallelism is achieved by
using a SystemC wait call that suspends the thread, thus
allowing the execution of other threads. This is important to
allow other nodes, executed in other threads, to receive hor-
mone values, which are essential for accurate task allocation
decisions. For this reason, Hormone Tasks (HT) are created



with each hormone loop phase representing one HT. Hormone
tasks have fixed slots in the schedule (i.e., the hormone task
period). When the AHS decides on the suitability of a task, it
activates the list scheduling algorithm to calculate the temporal
allocation of application tasks. It also handles the temporal and
spatial allocation of messages.

Figure 3 shows the generation phase of the schedule for
each computing node with application tasks denoted as AT
and hormone tasks HT.
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Fig. 3. Schedule generation phase

IV. NETWORK SIMULATOR

To simulate message communication between TTOC com-
puting nodes, a network simulator that supports time-triggered
features is required. OMNeT++ is a component-based C++
simulation framework that allows the construction of network
simulators. One of these frameworks is INET, which includes
TSN communication capabilities. In this paper, the network
simulator is built using OMNeT++ 6.0.1 and the TSN is based
on the INET 4.5 model.

A. OMNeT++

OMNeT++ is an object-oriented framework for discrete-
event network simulation [26]. It consists of simple mod-
ules written in C++ that communicate via messages. Simple
modules can be grouped to form more complex modules
called compounds. A network itself is a compound module.
OMNeT++ uses Network Description Files (NED) to represent
simple and compound modules. The parameters of modules
(simple and compound) are configured using a configuration
file called the INI file.

Figure 4 gives an overview of OMNeT++’s modular archi-
tecture. The user interfaces available are Cmdenv and Qtenv.
The ENVIR module is a library containing all the code
shared by all the user interfaces, and SIM is the module
containing the simulation kernel and class libraries. All net-
work components like simple modules, channels, messages,
compound modules, and the corresponding C++ objects can
be found in the Model Component Library. A simulation can
only run network models if all components are linked. The
model to be simulated is located in the Executing Model
module. ENVIR is the module that has full control over the
simulation. It determines the model to be used and contains the
simulation loop in which events are executed. Furthermore, it
invokes the event scheduler and handles any errors that occur
during the simulation. The simulation concept of OMNeT++
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Fig. 4. OMNet++ simulations architecture [27]

is based on discrete-event simulation. As previously stated in
Section III-C, a discrete-event system is defined as a system
in which state changes (events) occur at specific points in
time, and events take no time to occur. It is assumed that
nothing of interest happens between two successive events,
i.e., there is no change of state in the system between events.
In OMNeT++, events are represented as messages and stored
in a data structure called the Future Event Set (FES). The event
loop is responsible for executing and processing all events
from the FES. Causality is maintained by a timestamp, which
ensures that no current event can have an effect on previous
events.

B. INET

Any communication network that supports the time-
triggered concepts is suitable for time-triggered organic com-
puting. Time Sensitive Networking (TSN) is an IEEE standard
(802.1) that transmits data in an Ethernet network in a time-
sensitive manner. TSN features like time synchronization
(IEEE 802.1AS), stream redundancy, cut-through switching,
per-stream filtering and policing (IEEE 802.1Qci), scheduling
and traffic shaping (IEEE 802.1Qbv), frame preemption, frame
replication, and elimination (IEEE 802.1CB), automatic net-
work configuration for failure protection, and gate scheduling
are implemented in OMNeT++ by the INET framework [28].
INET provides three network devices that implement TSN-
specific parameters.

o TSN Device models a computing node capable of sup-
porting TSN features.

o TSN Switch implements TSN features upon an Ethernet
switch.

o TSN Clock handles time synchronization.

V. CO-SIMULATION INTERFACE

To simulate message communication between computing
nodes in a distributed system based on time-triggered organic
computing, we utilize a TSN network running in OMNeT++
that operates based on the generated schedule. The execution
of the TTOC simulator and the network in OMNeT++ must be
coordinated to obtain correct behavior and output from both
processes. Bringing together two different simulations into
one single system is realized by a co-simulation interface that



controls the execution of the TTOC simulator and OMNeT++,
see Figure 5.
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Fig. 5. Co-simulation framework architecture

Since both simulators are discrete-event, the co-simulation
interface will also be discrete-event-based. The connection
with the TTOC simulator is realized via Transmission Control
Protocol/Internet Protocol (TCP/IP) and with OMNeT++ via
C Application Programming Interfaces (API). In this paper,
we focus on the control plane of the interface.

Figure 7 depicts the co-simulation logic of the newly
designed interface. Once the co-simulation has commenced,
the controller acquires the time of the subsequent events from
the TTOC simulator and OMNeT++. It then compares the
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Fig. 6. Co-simulation logic

received time values and sends a trigger command to execute
the event with the earliest time. If the TTOC simulator has
the earliest time, a trigger signal will be sent and a new time
will arrive. The same procedure happens in case OMNeT++
has the earliest time. This continues until there are events
present, otherwise, the controller closes the TCP/IP socket
and OMNeT++ simulation. In addition to the co-simulation
architecture, this section also describes the modifications made
to both simulators to adapt them to the time-triggered design.

A. TTOC Simulator Modifications

As illustrated in Figure 5, the TTOC simulator is linked to
the co-simulation controller via the TCP/IP network protocol,
where it provides the time of the next event, and the co-
simulation controller sends the control signal. The control

signal is a trigger command from the controller to the simu-
lation to initiate the execution of the event. Consequently, the
computation logic of the TTOC simulator must be modified.
As stated in Section III-C, SystemC threads are employed

Algorithm 1 TTOC SystemC procedure
Ensure: time = 0
Ensure: connected = false
Ensure: execute = true
Start TCP connection
while true do
if execute then
if connected then
sc_start(time,SC_MS)
Obtain next event time
Send time
Wait co-simulation response
end if
else
Wait co-simulation response
end if
end while
Close TCP connection

in the TTOC simulator. In SystemC, the method sc_start() is
responsible for the simulation phase. It comprises three distinct
phases. The first is the elaboration, during which the execution
of all the statements preceding the sc_start() is carried out.
This is important to construct key data structures required
for the simulation. The second phase is the execution of the
threads until the final events in the scheduler. The last one
is the post-processing, during which the data structures are
destroyed and the simulation is finished.

The manner in which sc_start() is invoked determines the
subsequent course of the simulation. If it is called once and
without arguments (usually simulation time), the scheduler
runs until the end of the simulation time. With the integration
of the TCP/IP protocol and triggered execution of events, the
simulation logic changes. Algorithm 1 outlines the newly de-
veloped procedure. First, the TCP/IP connection is established
and the procedure commences. The time of the next event
is retrieved from the SystemC scheduler and sent to the co-
simulation interface. If the response of the co-simulation is a
Boolean value of 1, execution is triggered via sc_start(), and
the time that was sent is passed as an argument. If the response
is a value of 0, the thread halts until the interface sends a value
of 1. If the TCP/IP connection is not established or if there are
no further events to be processed, the socket will be closed,
and the procedure will conclude.

B. OMNeT++ Modifications

Similar modifications to the TTOC simulator should be
performed also for OMNeT++. The difference is that in-
stead of TCP/IP protocol, C API calls and functions have
been used. Recall Section IV-A, ENVIR is the module that



controls simulation. It needs a runnable ENVIR which can
be instantiated as a user interface. For this reason, we have
constructed a user interface based on Cmdenv and new
functions that are added to OMNeT++ source files. In the
previous approach, after the ENVIR had been built, the
system automatically loaded the network description files and
the configuration file and executed the events of the FES.
This process is modified and divided into multiple functions
representing different stages of the simulation. These stages in-
clude Setup_Omnet, Build_Network, and Execute_Simulation.
Setup_Omnet creates a user interface that loads the con-
figuration file network description and constructs an active
simulation. Build_Network handles the creation of C objects
of the simulation (i.e., simple, compound modules), and Ex-
ecute_Simulation triggers the execution of events. In the new
design, only one event is executed by the function call, like
in TTOC where events were executed only after the TCP/IP
signal. In addition, to obtain the time of the event in the
OMNeT++ scheduler, a new function is created.

VI. EVALUATION OF CO-SIMULATION INTERFACE

In the evaluation part, the newly designed co-simulation
controller, the combination of self-x properties with time-
triggered concepts in the TTOC simulator, and message com-
munication in the network simulator are tested. The physical
and application models are described in ADNA files. In
OMNeT++, the network description file is written based on
the same physical models as in the TTOC simulator. The
selected communication network is TSN, and the results of
each component of the system (controller, TTOC simulator,
OMNeT++) are logged. The physical model described in the
example ADNA files consists of six computing nodes (end
systems) and three switches.

A. Co-simulation Interface

In the co-simulation interface, we evaluate the co-simulation
functionality by testing if the interface obtains the execution
times of both simulations and if it correctly sends the trigger
signal for executing the events. Algorithm 2 specifies the
procedure that is built for testing the co-simulation interface.

The first steps include declaring two boolean values (TTOC-
timeflag, OMNeTtimeflag) as true, enabling the TCP connec-
tion, and activating OMNeT++ simulation. After obtaining the
next event time for both simulators, we compare the results
to determine which event to execute. The event with the
earliest time must be executed. In the case of TTOC execution,
the OMNeTtimeflag becomes false as the value previously
obtained remains the same, and a trigger signal is sent via
TCP with the value 1. If OMNeT++ time is earliest, TTOC-
timeflag becomes false, and the OMNeT++ event is executed.
In addition, a TCP trigger with value O is sent to notify
TTOC that OMNeT++ simulation is running. An automated
cross-checking of the co-simulation, the TTOC simulator, and
OMNeT++ log files is performed. In our analyses, we run
various scenarios of ADNA files (i.e., different simulated

physical and application models). The outcomes show that
the co-simulation interface obtains correct event times and that
both simulations perform the event executions from the trigger
command of the co-simulation.

Algorithm 2 Co-simulation procedure
Ensure: TTOCtimeflag = true
Ensure: OMNeTtimeflag = true
Start TCP connection
Start OMNeT++ simulation
while true do
if TTOCtimeflag then
Obtain TTOC event time
end if
if OMNeTtimeflag then
Obtain OMNeT event time
end if
Compare event times (TTOC time and OMNeT time)
if TTOC then
TTOCtimeflag = true
OMNeTtimeflag = false
Execute TTOC = 1
end if
if OMNeT then
TTOCtimeflag = false
OMNeTtimeflag = true
Execute OMNeT
Execute TTOC = 0
end if
end while
Close TCP connection
Close OMNeT++ simulation

B. TTOC Simulator

The modifications made to the TTOC simulator, as outlined
in Section V-A, must not affect the self-x properties and the
execution of tasks based on the generated table schedules.
The analysis of the log file from multiple scenarios serves
to validate the new design. The simulator creates all the data
structures, establishes the TCP/IP connection, transmits the
time of the next event, and initiates task executions in response
to the signal received from the co-simulation controller. Fur-
thermore, the self-organization and self-configuration of the
AHS are also tested in case of computing node failures. If a
node fails, its tasks must be transferred to the remaining ones.
This is evaluated by creating timed events that represent node
failures. After a node fails, the system gets reconfigured, the
tasks of the failed node will be assigned to the other nodes,
and new schedules will be created.

C. OMNeT++

In Section V-B, we discussed the construction of a new user
interface based on Cmdenv. It allows the OMNeT++ and the
co-simulation to be integrated into a single executable. The



communication network selected for the simulation is TSN,
which is included in the INET framework. The number of
TSN nodes and switches provided by the ADNA file. For
the configuration of the network, examples provided by INET
were employed. It is of paramount importance to be able to
interrupt the execution loop of the network, thus enabling
us to regulate the execution of events. Upon examination of
the log file, it becomes evident that the modifications were
successfully implemented. The simulator is responsible for
constructing the network, while the execution of events occurs
when the controller calls the Execute_Simulation function.

VII. CONCLUSION & FUTURE WORK

The time-triggered organic computing architecture improves
the reliability, safety, and determinism of distributed embedded
computer systems by combining self-x properties of ADNA
and AHS with time-triggered concepts. In the TTOC simulator,
the execution of tasks based on the generated schedule can
be tested. However, this simulator contains no communication
network. To perform the message exchange between comput-
ing nodes in a time-triggered manner, OMNeT++ simulates
a network that supports these features. In order to achieve
acceptable results, it is necessary to coordinate the two simu-
lations. This is why, in this paper, we have introduced a co-
simulation controller that controls the execution of TTOC and
OMNeT++ simulators. To test the interface, various scenarios
that include different physical and application models de-
scribed in ADNA files were used. Examination of the log files
showed that the co-simulation controller, TTOC simulator, and
OMNeT++ behaved correctly.

Future work will involve integrating the entire system with
an autonomous driving vehicle simulator (i.e., CARLA). The
CARLA simulator will provide real-world application tasks,
which will further test and validate the TTOC architecture.
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